St Andrew's C of E Primary School
Privacy Notice Cof E Primary and Nursery School

We respect your privacy and your child's privacy, and we are committed to protecting your
personal information. This Privacy Notice explains what personal information we collect, why
we collect it, how we use it, and what rights you have.

Our Data Protection Officer (DPO) is responsible for making sure we handle your personal
information fairly and lawfully. If you have any questions or concerns about how we look
after your information, please contact our DPO:

Darrel Towndrow | Email: dpo@infotechdirect.co.uk

1. What is personal information?

Personal information is any information that can identify a living person. This includes
obvious things like your name and address, but also information that can identify someone
when combined with other details - such as an online username or location data.

2. What is special category information?

Some personal information is more sensitive and needs extra protection. This includes
information about:

*  Sexuality and sexual health
* Religious or philosophical beliefs
» Ethnicity
* Physical or mental health
* Trade union membership
» Political opinions
* Genetic or biometric information (such as fingerprints)
We take extra care whenever we need to use this type of information.

3. Why we use your personal information - and our legal basis for
doing so

We are required by law to explain not just why we use your personal information, but what
legal basis allows us to do so. The table below sets this out clearly.

Purpose Type of information ' Legal basis

Delivering education and Name, date of birth, Public task — carrying out

managing pupil progress academic records, our official functions as a
attendance school

Safeguarding pupils and staff Name, contact details, Public task; legal obligation;

special category data where  vital interests where
relevant necessary to protect life



Purpose Type of information ' Legal basis

Managing staff employment Name, contact details, Legal obligation; contract
payroll, qualifications, DBS
checks

Communicating with parents  Name, contact details Public task; legitimate

and carers interests

School census and statutory  Name, UPN, attendance, Legal obligation

returns to the Department for  SEN status

Education

Photography and video for Images and recordings Consent (for external use);

school communications public task (for internal use)

Managing school finances Name, bank details where Legal obligation; contract
applicable

Where we rely on your consent to use your personal information, you have the right to
withdraw that consent at any time. Withdrawing consent will not affect anything we have
done with your information before you withdrew it.

Where we process special category information, we will always ensure we have an
additional lawful condition in place under the Data Protection Act 2018, as required by law.

For more detail about how we use personal information for specific activities, please see our
service-specific privacy notices, available from the school office.

4. How we limit the use of your personal information

We only collect and use the personal information we genuinely need. Where possible, we
will anonymise or pseudonymise information - this means removing anything that could
identify a person - particularly when using information for research or statistical purposes.

We do not sell personal information to any other organisation.

5. Your privacy rights

The law gives you a number of rights over your personal information. These are explained
below.

The right to access your information

You can ask us for a copy of the personal information we hold about you. This is called a
Subject Access Request. We will respond within one month of receiving your request, and
there is no charge for this.

We may ask you to provide two forms of identification before we release information, and we
may contact you to confirm the request was genuinely made by you.

In some circumstances we may need to extend our response time to three months - for
example if your request is particularly complex. If this happens, we will let you know within
the first month and explain why.

There are some limited circumstances where we may not be able to share certain
information, for example where it would:



* Reveal confidential information about another person
» Cause serious harm to your or someone else's physical or mental health

+ Identify that a child is at risk of abuse, where sharing that information would not be in
the child's best interests

» Affect the prevention or detection of crime

If you would like to make a Subject Access Request, please contact the school office at
office@st-andrews.notts.sch.uk or call 01623 484522.

The right to have your information corrected

If you think information we hold about you is inaccurate, please let us know. We will correct
any factual errors, and where we cannot change the information, we will add a note of your
comments to the record.

The right to have your information deleted

In some circumstances you can ask us to delete your personal information - for example
where we no longer need it for the purpose it was collected, or where you have withdrawn
your consent and there is no other legal reason for us to keep it.

Please be aware that we cannot always delete information. For example, we are required by
law to keep certain records relating to pupils and staff for set periods of time. Where deletion
is not possible, we will explain why.

The right to restrict how your information is used

You can ask us to restrict our use of your personal information in certain circumstances - for
example if you believe it is inaccurate, or if you think we are using it unlawfully. When a
restriction is in place, we will only use your information to store it securely, or with your
consent, to handle legal claims or protect others.

The right to data portability

In certain circumstances, you have the right to ask us to provide your personal information in
a structured, commonly used electronic format so that it can be transferred to another
organisation.

The right to object

You have the right to object to us using your personal information in certain circumstances,
including where we are using it for direct marketing purposes. You also have the right to
object if you believe our use of your information has no legitimate purpose that outweighs
your rights.

The right to object to automated decision making and profiling

You have the right to object to decisions being made about you entirely by automated means
- that is, by a computer with no human involvement - where those decisions have a
significant effect on you. You also have the right to object if you are being profiled. Please
contact us if you have any concerns about this.

The right to complain

If you are unhappy with how we have handled your personal information, you have the right
to make a complaint to the Information Commissioner's Office (ICO), which is the
independent body responsible for upholding information rights in the UK.



You can contact the ICO at:

Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire SK9
5AF

Tel: 0303 123 1113 | Website: ico.org.uk | Email: casework@ico.org.uk

We would always encourage you to contact us first so that we have the opportunity to
address your concerns.

6. Children and subject access requests

Personal information about a child belongs to that child, not to their parents or carers.
However, parents and carers may make a Subject Access Request on behalf of their child
where the child is unable to understand their rights, or where the child has given their
consent.

Children below the age of 12 are generally considered not yet mature enough to fully
understand their rights in this context. However, we will always consider each child's
individual circumstances.

Parents and carers also have a separate legal right to access their child's educational
record, free of charge, within 15 school days of making a written request.

7. Who we share your personal information with

We do not share your personal information unless we have a lawful reason to do so. Where
we do share information, we make sure appropriate agreements are in place and that
anyone we share with handles your information securely and in line with the law.

We may share your personal information with:

* The Department for Education - as required by law, for example for the school
census and other statutory returns

* Nottinghamshire County Council - for services supporting pupils and for statutory
purposes

» Other schools - for example when a pupil transfers, or where child protection
concerns need to be shared

» Health services, social care, and safeguarding partners - where necessary to
safeguard or support a pupil

* Our IT and service providers - companies that help us run our systems and deliver
our services, under strict contractual arrangements that require them to protect your
information

We may also share information without your permission in exceptional circumstances — for
example to prevent serious harm, to protect a child, or to assist in the prevention or detection
of crime. Where we do this, we will record our reasons and inform you as soon as it is safe
to do so.

Some of the services we use may store or process data outside the United Kingdom. Where
this happens, we make sure that appropriate safeguards are in place to protect your
information in line with UK data protection law.

8. How we protect your information

We take the security of your personal information seriously. Our measures include:



» Keeping paper records and portable devices locked away when not in use

» Ensuring confidential documents are never left unattended in accessible areas
» Using encryption on laptops and other devices that hold personal information

» Using strong passwords and multi-factor authentication where appropriate

» Controlling access to our systems and buildings so that only authorised people can
view personal information

* Providing regular data protection training to all staff
* Regularly testing and updating our systems and security processes
» Maintaining plans to protect your information in the event of an emergency or system

failure
9. How long we keep your information

We only keep your personal information for as long as we need it. Our retention schedule
sets out how long different types of information are kept, and is available on request from the
school office. We follow the Information and Records Management Society (IRMS) Toolkit
for Schools as the basis for our retention periods.

10. Cookies and our website

Our website uses small files called cookies, which are stored on your device. Cookies help
the website work properly and remember your preferences.

We use two types of cookies:

Essential cookies - these are necessary for the website to function and do not require your
consent.

Non-essential cookies - these include things like analytics tools that help us understand
how visitors use our website. We will ask for your consent before placing these on your
device, and you can withdraw your consent at any time.

We do not use cookies to identify you personally or to track what other websites you visit.

Some pages on our website may include content from third party services such as YouTube,
Facebook (Meta) and X (formerly Twitter). These services may place their own cookies on
your device. You can find out more by visiting their own privacy and cookie policies.

You can manage or delete cookies through your browser settings at any time. Please be
aware that disabling certain cookies may affect how some parts of our website function. For
more information about cookies, visit aboutcookies.org.

11. Further information and contact details

If you have any questions about this privacy notice or how we handle your personal
information, please contact our Data Protection Officer:

Darrel Towndrow | Email: dpo@infotechdirect.co.uk

For independent advice about data protection and privacy, contact the ICO using the details
in section 5 above.
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